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The present article studies peculiarities of legal regulation of Internet relations in regard with other
social norms, which include the following: first of all, it is a new scope of law; secondly, it requires
a co-regulation mechanism; thirdly, it “expands” the objective right beyond into the scope of social
relations in the virtual space; fourthly, there are requirements (precepts) of international law; fifthly,
it depends on the technical norms and standards of the web; sixthly, the parties it includes are specific;
seventhly, the relations between users are mediated.

The mentioned peculiarities require the review of the currently established legal opinions, theoretical
and legal values including the mechanism of legal regulation of Internet relations.
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With the modern global informatisation, become simpler, but the space for it undergoes
telecommunication technologies, where the some changes.
Internet occupies a specific place, expand to all In the Internet people can socialize despite
spheres of human life. the distance between them. Information is
The universal multipurpose use of the immediately brought to the masses, and in a
Internet begins to determine the pattern of moment it becomes common, spreads and raises
social life: in politics, dictators’ technologies of  discussions. A person lets the whole world in his
appeal are replaced with spreading information  home using a computer or other technologies.
in the Internet; economics faces e-commerce, This form of relations forms more than just a new
and, therefore, intellectual property problems; context of culture; it develops a new kind of social
in cultural and social life we observe the loss  relations called Internet relations.
of some national self-identification elements. In This term refers to the part of social relations,

general, the processes of human communication ~ which develops for the satisfaction of one’s needs
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in the Internet as a phenomenon of social life,
separated due to the technical progress.

Internet relations are constantly evolving; at
acertain stage, they require some legal regulation.
It is worth mentioning that the existing researches
do not pay enough attention to the mechanism of
legal regulation of Internet relations. Moreover,
the absence of approaches to theoretical legal
issues applicable to technical progress, and the
actual establishment of such approaches by law
make a negative impact on legal regulation itself.
For this reason, let us study the peculiarities of
the mechanism of legal regulation of the said
relations.

Firstly, such mechanism manifests itself in
the deliberate influence on the social relations
developing in the new scope of law, the Internet.

“Merging” naturally with the general trends
of various spheres of social life, the Internet
generates a new artificial reality, alternative to
the real one. Constructed by man, this space
gradually substitutes the objective reality, where
it is mainly referred to as virtual reality, which
exists “here” and “now” under its own laws of
time and space. Moreover, the life virtualization
processes gradually fill administrative activity
with its virtual content, creating prerequisites
for the fundamental transformation of the state
administration system'. For instance, “electronic
government” programmes have gained priority
in the development strategy of culturally and
industrially developed countries, including
Russia. The common idea of the virtual reality
phenomenon facilitates the creation of a new
approach: it is not computerization of life that
virtualizes the society, but virtualization of
society that computerizes life.

Secondly, in the mechanism of legal
regulation of Internet relations an important place
is occupied by co-regulation, i.e. the combination
of self-regulation and normative regulation. In the

process of the Internet development its users have

been controlling their activity on their own, on the
basis of an unstructured corpus of technical and
other rules (particularly, “Acceptable use policy”)
2. However, the rules and standards contained in
the documents are not more than means for self-
discipline and can be used as reference material.
The Internet provides people with a great scope
of opportunities: socialization, entertainment,
purchase and sale, search of information etc.
Such types of interaction are similar to any
other type of social contacts, though they have
their own peculiarities. Consequently, all main
communities and phenomena existing in the real
society may have their “projections” in the virtual
world. Besides, it has some disadvantages, such
as violation of rights, various offences, organized
crime, extremism, i.e. situations threatening the
health, life of people, and their constitutional
freedoms, which cannot be resolved without
any legal regulations. In view of the foregoing,
both virtual and real world need certain legal
restrictions.

Self-regulation may be a useful tool,
however, in the issues evoking some response
from the society (such as policy of the Internet
content control) relying on it is a risk.

Of course, on one hand, a person may freely
use social networks and other Internet resources
where the principles of morality are still
applicable, but as soon as he neglects the rights of
other people, the state has to interfere?.

Thirdly, the legal regulation mechanism
slowly “expands” the objective rights beyond the
scope of social relations into the virtual space.

Almost every issue of the Internet relations
regulation has its legal aspects, but the legal base
for the control over the evolving Internet is just
beginning to develop. The Internet evolves fast
and easily, and it is still just another place for
people’s activity. Therefore, any existing legal
regulations may be applied to the Internet as

well.
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Legal activity on the regulation of Internet
relations is being launched. However, social
relations are a dynamic phenomenon, and legal
regulations often drag behind the current changes.
It becomes evident today when the developing
technology changes the social reality much faster
than the legislation can react to it. According to
S.S. Khoruzhiy, virtual reality may be described
as a multi-modus being, i.e. a being, allowing for
a variety of options and scenarios®. The speed
and volume of international communication in
the Internet prevent efficient application of legal
regulations. Moreover, in some situations the
laws become outdated before they are enacted.

However, in a number of cases the legal
regulations existing in the real world need
modification to be applied to the said relations
with regard to the technical and social properties
of the Internet.

Fourthly,

to contain the requirements

the analysed mechanism has
(precepts) of
international law, as the Internet influences more
than just personal relations between people, but
also international relations, being a space which
exists beyond the territory of a given state or a
region, formed in the process of interaction.

As remarked by D. Spar, it is a truly global
medium, where communications discreetly cross
borders, connect people and markets in new ways,
destructing the common definition of national
borders®. Therefore, legal regulation of Internet
relations shall rely on the concluded international
treaties and agreements.

One of'the reasons of such interaction is, first
of all, the need for security of the Internet users,
which may only be achieved on the international
level.

Every year the number of offences in the
Internet increases both in Russia and abroad.
The Interpol evaluates the growth of crime
in the Internet as the fastest in the world®.

The most popular Internet crimes are: fraud,

account tampering and theft of passwords,
illegal disclosure of personal data, propagation
of pornography. Thus, in the operation Pest,
aimed at identification of the persons engaged in
propagation of child pornography, carried out by
K Department of the Russian Police, 319 criminal
cases were initiated. Besides that, as a result, 4260
users from 70 countries of the world involved in
such offence were found’.

The statistics show that crime in the virtual
space is a relatively new negative phenomenon
which has already become ingrained in our legal
life and requires revision and change of different
legal constructions.

As fairly noticed by D.A. Medvedeyv, it is
required to enforce the role played by the world
community in the administration of the Internet
and development of global policy in this field.
It should be done under the aegis of the leading
international institutions including the UN,
relying on the International Telecommunication
Union as a designated institution. In the future
this organization can be authorized to develop
international legal standards and regulations
for the administration of the Internet. Such
organization could also coordinate the designated
international bodies®.

In the view of the above, normal functioning
of the Internet requires reasonable combination
of national and international legal requirements,
as well as interaction between the states and
coordination of their effort in regulation of
Internet relations.

Fifthly, the mechanism of legal regulation
of Internet relations is closely associated with the
technical norms and standards of the web.

The Internet is a specific multilevel system,
withits primary element being telecommunication
lines, satellite lines, and network access systems.
The next level is addressing space, domain names,
domain titles. And, finally, over these levels there

is a superstructure which provides us with all the
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known opportunities: services, search engine,
websites, social networks, mail systems, news
portals etc.

Therefore, a user’s access to the Internet is
provided due to efficient and uninterrupted work
of the lower levels, creating technical conditions
for the “entering” the virtual space as such.

Particularly, the technical component of the
Internet is provided by:

1. International Engineering Task Force
(IETF): an open international community of
developers, scientists, network operators and
providers founded in 1986 to develop protocols
and architecture of the Internet. Technical work is
done in work groups specializing in certain fields
(e.g., the issues of routing, data transportation,
security etc.).

2. Internet Society (ISOC): international
professional organization (existing in 180
countries of the world) engaged in developing
and providing access to the Internet’. It takes part
in solving a wide range of issues including policy,
administration, technology and development
of the Internet. The main objective of the
organization is to provide reliable uninterrupted
access to the Internet for every present user and
for the next one billion of users.

3. ICANN:
responsible for the global coordination of the

a non-profit organization
unique elements of the Internet, i.e. distribution
of domain names and domain titles (now there
are around 250 country domain names). [CANN
exists to develop and ensure stability, security
and fail safety of the world wide web, as well
as to create new programmes of the top-level
domains.

4. Coordination Centre for the National
Domain of the Internet: administrator of the
top-level national domains RU and P®. Acting
as a national registrar, the coordination
centre carries out various projects for the

development and expansion of the Internet in

Russia in favour of Russian and global Internet
communities'”.

Therefore, the bodies that deal with creation
and implementation of technical facilities play
the major role in the work of the Internet on both
international and domestic levels.

However, no projects or initiatives can
be run without consistent legal support. There
is an actual need for the agreements and
standards, which would regulate the influence of
telecommunications on Internet relations. Even
though these bodies are public and self-regulated,
they also include political officials who struggle
to implement and establish the latest formulations
in the legislation.

For instance, after the invention of the
Wi-Fi

and its popularization around the state, the

wireless communication standard
Resolution of the Government of the Russian
Federation No. 758 dated July 31, 2014 was
issued. It allowed access to public Internet
hotspots (where a user may access the Internet
using a public computer, e.g. at a computer
club, Internet café, Russian Post offices etc.)
only after user identification. It means that the
operator needs to record the user’s full name
confirmed by his/her ID.

According to the introduced amendments,
any public body which provides Internet
access with its own hardware, shall keep a
visit register which may be provided to the law
enforcement bodies if necessary. Therefore,
if a user propagates prohibited content from
an Internet café (incitement of violence, drug
sales etc.) it is easier to identify and bring him/
her to justice. Similar regulations were enacted
through a number of laws toughening up the
counterterrorism measures.

It is the said interaction which creates the
connection ensuring our right for socialization
and information in the way we need, together

with proper security.
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Sixthly, Internet relations are specific due
to its constituent parties. Particularly, there is
the Internet ecosystem term, which refers to the
bodies and communities which facilitate the work
and development of the Internet. They include
general coordination organizations which deal
with implementing open standards; global and
local addressing organizations which ensure the
addressing function, such as ICANN, as well
as domain registers and registrars; operators,
engineers and suppliers of the web infrastructure
services, such as domain name service, network
operators and Internet Exchange Points; Internet
users; education facilities which create resources
for the development and use of the Internet
technologies; politicians and other persons
engaged in development and management of
local and global issues'?.

Each of the Internet relations’ parties
occupies a certain niche. The Internet can be
consistently developed only with the joint efforts
of all these parties and the combination of their
interests to keep it transparent, accessible and
open.

Seventhly, relations of the Internet users are
mediated, not direct.

According to Article 1253.1 of the Civil

Code of the Russian Federation, an “information

intermediary” is a person who transfers some
data in the information and telecommunication
network including the Internet, a person who
provides the opportunity for the placement of some
data or information required for getting the data
through the information and telecommunication
network; it is also a person who provides access
to such data in a network.

Therefore, actual use of a website is
impossible without an intermediary who provides
sufficient technical conditions for the Internet
source’s visitors.

With  that

intermediaries are hosting providers, Internet

in mind, the information
providers and website administrators (domain
owners), as they act as an intermediary link
between subjects of Internetrelations. The actions,
rights and obligations thereof are the basis for the
rights and obligations of the web users.

With the listed peculiarities in mind, we
may define the mechanism of legal regulation
of Internet relations as a system of legal tools
for the arrangement of the relations occurring
in the virtual space with the help of information
technologies. It provides the apprehensive
approach to legal, technical, social, economic
and other issues concerning various aspects of

functioning and evolution of the Internet.
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Oco0eHHOCTH COLHAIBHO-TIPABOBOI0 PeryJIMPOBAHUA
HHTEPHET-OTHOICHU M
A.B. MaJjabko, A.C. AHHCMMOBA

Capamosckuti puruan Uncmumyma eocyoapcmea u npasa PAH
Poccus, 410028, Capamos, yn. Yepnviuwesckozo, 135

B cmamve paccmampusaiomcs 0cobenHOCmU NPABOGO2O Pe2yIUpOBANUs UHMEPHEM-OMHOUEHUU 6
C8A3U € UHbIMU coyuanvHulmu Hopmamu. Cpedu Hux 6vi0ensIomces ciedylouue: 60-nepeulx, HO8ds.
cghepa delicmeus npasa; 60-6MOPLLX, OCUCMBYem MeXanu3mM CopecyIuposanus,; 6-mpemovux, «paseep-
mulgaemy 00beKMugHoe npago 606He 6 00IACMb 00UWECMEEHNLIX OMHOUEHUL 6 BUPINYATILHOM NPO-
cmpancmee; 8-4emeepmolx, Haauyue mpeooganull (MPeonucaniuil) MexicoOyHapoOHO20 Npaesd, 6-namoix,
C643b ¢ mexHuueckumu Hopmamu u cmanoapmamu Cemu; 6-uiecmulx, 0coOblil CyObLeKMHbIU COCMAS,
6-Ce0bMbLX, OMHOULEHUS MEAHCOY NONbI0GAMENAMU CKAAObIBAIOMCS Yepe3 NOCPEeOHUKA.

Tlpuseodennvle ocobennocmu nPUBOOSM K NEPeoCMblCIeHUI0 poa YCMOAGUIUXCSL NPABOGIX 632151008,
MeopemuKo-npagosblx YeHHOCmell, 6KAI0YAs U CaM MEeXAHUM NPABO6O20 Pe2yIUPOGAHUSL UHMEPHeM-
OMHOWEHU.

Knioueswvie cnosa: mexanusm npaeoeoco pecyiuposanus, HHmepHem, supmyajibHoe npocmpaHcmaeo,
UHmepHem-omHOuleHUAL.

Hayunas cneyuanvnocms: 12.00.00 — opuduueckue HayKu.
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